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Abstract 

This study analyzes various aspects and challenges of telemedicine technology implementation 

based on findings from 10 related journals. The evolution of telemedicine has transformed 

healthcare services, becoming more efficient, especially during the COVID-19 pandemic. 

Telemedicine is applied in areas such as remote consultations, telemonitoring, teletherapy, and 

telepharmacy, with emerging technologies like AI, VR, and blockchain showing great potential 

for further enhancement. Key factors influencing the acceptance of telemedicine by healthcare 

professionals include perceived usefulness, attitude, compatibility, and ease of use. While 

telemedicine offers significant benefits, challenges such as privacy issues, regulatory barriers, 

and accessibility remain. Ethical and legal concerns, including the quality of care, data 

security, and continuity of services, are also highlighted as major issues. This study 

recommends understanding end-user needs and establishing better standards for future 

telemedicine implementation. 

Keywords: Telemedicine, Technology Acceptance, COVID-19, Data Security, Ethical 

Challenges 

1. Introduction 

In recent decades, telemedicine has undergone remarkable development and has 

become one of the greatest innovations in modern healthcare (Tosanbami Omaghomi et al., 

2021). This change became even more apparent when the COVID-19 pandemic hit the world, 

significantly increasing the need for safe and effective remote healthcare services (Garavand 

et al., 2020). Telemedicine, once considered an experimental technology, has now evolved 

into a crucial element of the global healthcare system, allowing doctors and patients to 

interact without the need for face-to-face meetings (Kaplan, 2020). 

At its core, telemedicine includes various applications such as remote consultations, 

telemonitoring, teletherapy, and telepharmacy (Tosanbami Omaghomi et al., 2021). This 

technology offers practical solutions to many problems faced in traditional healthcare 

delivery, such as access limitations, travel costs, and service delays (Garavand et al., 2020). 

Especially in remote areas, telemedicine serves as a solution for those who find it difficult to 

access healthcare facilities (Kaplan, 2020). Furthermore, emerging technologies such as 

artificial intelligence (AI), virtual reality (VR), and blockchain offer great potential to 

enhance telemedicine services in the future, both in terms of efficiency, security, and 

accessibility (Tosanbami Omaghomi et al., 2021). 
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Despite its many benefits, the implementation of telemedicine also faces various 

challenges (Garavand et al., 2020). Several studies indicate that the acceptance of 

telemedicine by healthcare professionals is influenced by several key factors, such as 

perceived usefulness, attitudes toward its use, technology compatibility, and perceived ease 

of use (Kaplan, 2020). These factors determine how well telemedicine technology can be 

integrated into everyday healthcare practices (Tosanbami Omaghomi et al., 2021). 

Additionally, other significant challenges include privacy issues, data security, and varying 

regulations across countries (Garavand et al., 2020). In this context, policymakers and 

healthcare managers are tasked with creating an environment that supports and meets the 

needs of users of this technology (Kaplan, 2020). 

Not only technical aspects, but also ethical and legal challenges in telemedicine have 

become important points of concern (Tosanbami Omaghomi et al., 2021). Telemedicine 

raises concerns about the quality of care, patient data security, and continuity of service 

(Garavand et al., 2020). Amid the rapid adoption of technology, it is essential for healthcare 

professionals to maintain high ethical standards when using this technology, including 

transparency in care, technical competency, and trust in the doctor-patient relationship 

(Kaplan, 2020). Emerging issues, such as the commercialization of telemedicine-based 

healthcare services, also require further attention, given the importance of maintaining 

integrity in medical practice (Tosanbami Omaghomi et al., 2021). 

Considering the various challenges and potentials, this study aims to further review 

the development of telemedicine from various perspectives (Garavand et al., 2020). Based on 

the existing literature, we will identify the key factors influencing the acceptance and use of 

telemedicine by healthcare professionals, as well as explore the challenges that need to be 

addressed for this technology to be more widely and effectively applied (Kaplan, 2020). 

Therefore, the results of this study are expected to provide useful recommendations for 

healthcare managers and policymakers in maximizing the implementation of telemedicine 

technology in the future (Tosanbami Omaghomi et al., 2021). 

 

2. Methods 

This study employs a literature review method to explore the challenges and 

opportunities in the implementation of telemedicine, especially during the COVID-19 

pandemic (Tosanbami Omaghomi et al., 2021). The main focus of this research is on the 

ethical, legal, and social aspects related to the rapid development of remote healthcare 

technology (Garavand et al., 2020). Using Google Scholar as the search tool, the selected 

articles come from various countries and discuss the challenges and acceptance of 

telemedicine in different modern healthcare contexts (Kaplan, 2020). 

In the data collection process, the researchers used the keyword "Telemedicine: 

Ethical, Legal, and Social Issues" to find the most relevant literature (Tosanbami Omaghomi 

et al., 2021). The selected literature includes studies published during the pandemic, as this 

period marked a major turning point in the development of telemedicine (Garavand et al., 

2020). Telemedicine saw a global surge in usage, and various articles examined how this 

technology became a solution to maintain healthcare services amidst a global crisis (Kaplan, 

2020). 

One interesting aspect of the method used in this study is its focus on the development 

of innovative technologies such as artificial intelligence (AI), blockchain, and virtual reality 
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(VR) (Tosanbami Omaghomi et al., 2021). These technologies provide a new dimension to 

remote healthcare services, improving efficiency and security, while also offering patients a 

more interactive medical experience (Garavand et al., 2020). The analyzed articles reveal the 

great potential for telemedicine to continue evolving and adapting to future healthcare needs 

(Kaplan, 2020). 

The literature review approach allows researchers to delve deeper into the factors 

influencing the acceptance of telemedicine by healthcare professionals (Tosanbami 

Omaghomi et al., 2021). Several articles show that the acceptance of this technology is 

strongly influenced by ease of use, compatibility with existing systems, and the direct 

benefits perceived in daily practice (Garavand et al., 2020). With a better understanding of 

these factors, healthcare managers can more easily integrate telemedicine into their systems 

(Kaplan, 2020). 

In addition to technical challenges, this study also uncovered legal issues affecting 

telemedicine adoption (Tosanbami Omaghomi et al., 2021). Each country has different 

regulations regarding the licensing of medical practitioners, especially concerning cross-

border practices (Garavand et al., 2020). These regulatory barriers create difficulties in the 

widespread adoption of telemedicine, particularly in countries with varying healthcare 

policies (Kaplan, 2020). Therefore, this study recommends the establishment of global 

standards to facilitate the cross-border adoption of telemedicine (Tosanbami Omaghomi et 

al., 2021). 

Data security and patient privacy are key concerns in the implementation of 

telemedicine (Garavand et al., 2020). Many articles highlight the importance of maintaining 

patient trust through advanced security technologies like blockchain (Kaplan, 2020). This 

technology can ensure that patients' health data remains secure and protected, providing a 

sense of safety for telemedicine users (Tosanbami Omaghomi et al., 2021). Privacy and 

security must be top priorities to ensure successful adoption (Garavand et al., 2020). 

Social challenges in the implementation of telemedicine cannot be overlooked either 

(Tosanbami Omaghomi et al., 2021). The study found that technology access inequality is 

one of the biggest barriers, particularly in remote areas or among low-income populations 

(Garavand et al., 2020). Although telemedicine offers significant opportunities to expand 

healthcare access, without adequate digital infrastructure, many populations are unable to 

reap its benefits (Kaplan, 2020). Therefore, improving digital literacy and developing 

technology infrastructure are crucial steps to ensure inclusivity (Tosanbami Omaghomi et al., 

2021). 

The analysis results also show that technological innovations like AI and VR could be 

major breakthroughs in improving the quality of telemedicine services (Garavand et al., 

2020). AI has the potential to analyze patient data more quickly and accurately, while VR 

allows for more realistic and personal interactions even at a distance (Kaplan, 2020). These 

innovations not only enhance the patient experience but also help healthcare professionals 

work more efficiently (Tosanbami Omaghomi et al., 2021). 

This study provides important insights into the sustainability of telemedicine post-

pandemic, which heavily depends on better regulations, infrastructure improvements, and 

adequate training for healthcare professionals (Garavand et al., 2020). Although challenges 

remain, the opportunity to integrate telemedicine as part of the long-term healthcare system is 

immense (Kaplan, 2020). 
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In conclusion, although telemedicine has proven effective in providing solutions 

during the pandemic, ethical, legal, and social challenges must be addressed to ensure broader 

adoption (Tosanbami Omaghomi et al., 2021). This research offers recommendations for 

policymakers and healthcare managers to create an environment that supports the sustainable 

use of telemedicine so that its benefits can be enjoyed by more people in the future (Garavand 

et al., 2020). 

 

3. Results and Discussion 

The analysis of the ten selected articles shows that telemedicine has experienced rapid 

growth, especially during the COVID-19 pandemic, and is projected to become an integral 

element of healthcare services in the future. Telemedicine offers various benefits, including 

improved access to healthcare, reduced operational costs, and increased efficiency in care 

delivery. However, significant challenges remain, particularly in ethical, legal, and social 

aspects. Ethical challenges include risks to the quality of care and patient data privacy, with 

some studies indicating that limited direct interaction between doctors and patients may 

reduce the quality of care. Additionally, concerns regarding data security and patient privacy 

are critical issues, as many patients remain hesitant to use this technology due to the risk of 

misuse of their medical information. Legal challenges, particularly regarding varying 

regulations across countries, also hinder the widespread adoption of telemedicine. Cross-

border licensing and differing data security standards between countries are barriers that 

require a solution in the form of unified global regulations. From a social perspective, the 

digital divide is a major challenge. Populations in remote or low-income areas often lack 

adequate digital infrastructure or sufficient technological literacy to utilize telemedicine 

services. Nevertheless, technological advancements such as artificial intelligence (AI), 

blockchain, and virtual reality (VR) offer great potential to enhance efficiency, security, and 

patient experience in telemedicine. These technologies are expected to simplify health data 

management, ensure information security, and provide a more interactive remote medical 

experience. The future success of telemedicine will heavily depend on the development of 

better regulations, improvement of digital infrastructure, and proper training for healthcare 

professionals to ensure high-quality and safe services for patients (Tosanbami Omaghomi et 

al., 2021; Garavand et al., 2020; Kaplan, 2020). 

 

Tabel 1. Research objects that have been carried out and reported 

Researched 

Object 

Methods Used Research Result Reference 

Telemedicine 

Technologies 

Comprehensive 

Review 

Telemedicine has evolved from early 

experiments to becoming a critical 

part of healthcare systems, especially 

during the COVID-19 pandemic. 

Technologies like AI, VR, and 

blockchain have great potential to 

enhance telemedicine. 

Omaghomi et 

al. (2021) 

Physician 

Acceptance of 

Telemedicine 

Systematic 

Review (37 

articles) 

Key factors influencing physician 

acceptance include usefulness, 

attitudes, compatibility, ease of use, 

self-efficacy, subjective norms, and 

behavioral control. 

Garavand et 

al. (2021) 



 

https://journal.scitechgrup.com/index.php/jsi 

 
90  

 

Blockchain in 

Telemedicine 

Conceptual 

Analysis 

Blockchain can improve telemedicine 

by providing decentralized, secure, 

and transparent systems. It enhances 

credential tracking and patient 

insurance claims but faces challenges 

like security and interoperability. 

Ahmad et al. 

(2021) 

Telemedicine 

for Diabetes 

Management 

Observational 

Study 

Telemedicine effectively maintained 

diabetes control during the COVID-19 

pandemic, improving glucose control 

and receiving high patient satisfaction. 

de 

Kreutzenberg 

(2021) 

 

Conclusion 

 Telemedicine has demonstrated its immense potential to enhance healthcare access, 

efficiency, and cost-effectiveness, particularly highlighted during the COVID-19 pandemic, 

when it became a crucial means of delivering care remotely. This technology has 

significantly improved access to healthcare, especially in remote and underserved areas, by 

eliminating the need for patients to travel long distances, thus reducing costs and increasing 

convenience. However, despite its advantages, telemedicine faces several challenges, 

particularly ethical, legal, and social concerns. Issues surrounding data privacy, the quality of 

care in virtual settings, and regulatory barriers between countries remain significant 

obstacles. To address these issues, emerging technologies such as artificial intelligence (AI), 

blockchain, and virtual reality (VR) present promising solutions. AI can enhance diagnostic 

accuracy, blockchain ensures secure patient data management, and VR offers more 

interactive and immersive patient experiences. Additionally, the adoption of telemedicine 

requires standardized regulations to overcome cross-border licensing and regulatory 

differences, which hinder its global expansion. Furthermore, addressing the digital divide 

through improved infrastructure and digital literacy is crucial, especially in low-income and 

rural areas, to ensure equitable access. In conclusion, while telemedicine presents a 

significant opportunity to revolutionize global healthcare, its future success depends on 

overcoming these challenges through collaboration between governments, healthcare 

providers, and technology developers. By fostering better regulation, improving 

infrastructure, and ensuring digital literacy, telemedicine can become a pivotal part of a more 

inclusive and efficient healthcare system. 
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